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The 3-2-1-1-0 rule

Immutable backup and reliable recovery: why having backups is not the
same as being able to recover.

For: IT and infrastructure leaders responsible for backups, recovery, and business continuity, at
organizations of any size.
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Executive summary

Almost every organization backs up its data. Far fewer can say with confidence that they could
recover it, quickly and completely, on the worst day. That gap between having a backup and
being able to recover is where ransomware, hardware failure, and ordinary human error do their
damage.

This paper is about closing that gap. It explains the difference between backup and recovery,
the modern rule that protects data against today threats, why backups must be immutable, and
how to size recovery to what the business can actually tolerate.

The principle is simple to state. You do not have a backup until you have restored from it.
Designing for recovery means keeping the right copies, making at least one of them impossible
to alter, and proving on a regular schedule that you can bring everything back inside the time
the business can survive.

What you will leave with

e Why backup and recovery are not the same thing.

e The 3-2-1-1-0 rule, and what each number protects against.

e How immutability defends backups from ransomware.

e How to set recovery targets the business can live with, and prove you can meet them.
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1. Backup is the easy part

Backing up data has become routine. Recovery is where organizations are caught out, because
a backup that cannot be restored is not protection. It is a false sense of security that holds right
up until the moment it is tested for real.

The causes of failed recovery are mundane. Backups turn out to be corrupted or incomplete.
Media degraded quietly over time. Configuration and permission errors block the restore.
Software conflicts surface only when the restore is attempted under pressure. Industry
estimates suggest a large share of restores fail when backups are never tested, and that many
organizations learn this for the first time during an actual disaster. These figures are
approximate, but the lesson is consistent.

The cost of getting it wrong is steep. Downtime is expensive by the minute for any organization,
and for some a prolonged outage without a continuity plan becomes a threat to survival. The
point of data protection is not the backup. It is the speed and certainty of the recovery.

THE TEST
A backup you have never restored is a hypothesis. Recovery is the proof. The only way to know
your data protection works is to test it before you need it, not during the emergency.
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2. The 3-2-1-1-0 rule

The long-standing guidance was the 3-2-1 rule. The modern threat landscape added two more
numbers, and the result is a simple checklist that protects against the failures that actually
happen.

Three copies
Keep at least three copies of your data, the original and two backups, so that no single failure
can take them all at once.

Two media types
Store those copies on at least two different kinds of media, so that a flaw or failure in one
technology does not affect every copy you hold.

One offsite
Keep at least one copy offsite, so that a fire, flood, theft, or other local disaster cannot destroy
the original and the backups together.

One immutable or offline

Keep at least one copy that cannot be changed or deleted, or that is physically disconnected
from the network. This is the number that defends against ransomware, and it is the most
important addition to the old rule.

Zero errors
Verify recovery until the number of errors when you restore is zero. A backup is only finished
when a test restore confirms that it works and that the data is complete.

IN PRACTICE
The jump from 3-2-1 to 3-2-1-1-0 is a direct response to how attacks changed. Ransomware now
hunts for and encrypts backups first, so a backup an attacker can reach is a backup an attacker
can destroy.
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3. Why immutability matters

The single most important change in data protection over the last few years is immutability. It is
what turns a backup from a target into a safety net.

What it is

An immutable backup cannot be altered or deleted for a set retention period, even by an
administrator account, and even if that account is compromised. For the length of the retention
window, the copy is locked and cannot be touched.

How it is done

Immutability is delivered through write-once read-many storage, through object lock on cloud
and object storage, and through air-gapped or offline copies that are isolated from the
production network. Any of these creates a copy that an attacker who has compromised the
environment still cannot reach.

Why it is now essential

Modern ransomware combines encryption with data theft, and it targets backups deliberately to
remove the victim ability to recover without paying. An immutable copy breaks that leverage,
because there is always a clean version to restore from. The difference is between negotiating
with an attacker and quietly restoring from a copy they could not corrupt.

THE SHIFT
A backup that lives on the same network as everything else, reachable by the same credentials,

is a backup that shares the fate of everything else. Immutability is what removes it from the blast
radius.
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4. Recovery on the business terms

Recovery is not only a technical question. It is a business decision about how much downtime
and data loss the organization can absorb, and it is expressed through two measures that drive
the entire design.

Recovery time objective
The recovery time objective, or RTO, is the longest the business can be down before the
consequences become unacceptable. It answers a single question: how long can we be offline?

Recovery point objective

The recovery point objective, or RPO, is the most data, measured in time, the business can
afford to lose. It answers a different question: how much of our recent work can we afford to
redo?

These two numbers drive the architecture and the cost. A tight RTO and RPO require faster
storage, more frequent copies, and sometimes a standby environment, all of which raise the
price. The right targets are set with the business, system by system, before the design is drawn,
because not every system needs or deserves the same level of protection.

THE CONVERSATION

The question to ask is not technical. Ask each part of the business how long it can run without a
given system, and how much recent data it could afford to lose. The answers set the recovery
targets, and the recovery targets set the budget.
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5. From backup to continuity

Data protection matures in stages, and most organizations can recognize where they sit today.
The goal is to climb the ladder deliberately, not to discover your rung in the middle of a crisis.

Ad hoc. Manual, inconsistent backups with no offsite copy and no testing. The most
common starting point, and the most dangerous.

Basic. Scheduled backups with an offsite copy, meeting the original 3-2-1 rule.

Resilient. An immutable or air-gapped copy added, with defined recovery targets for each
system.

Tested. Regular restore drills that prove recovery works and matches the targets on paper.
Continuity ready. A full business continuity and disaster recovery plan, with orchestrated
recovery and periodic full failover exercises.

Disaster recovery, the restoring of systems and data, is one part of the larger discipline of
business continuity, which keeps the whole organization running through a disruption. The two
work together, and both need a plan that exists before it is needed.

This is the value-added reseller model. EdgeTeam designs the data protection architecture,
recommends the right backup and immutable storage for your environment without loyalty to
any single vendor, sets recovery targets with your team, and coordinates the managed partner
who can run and test it. You keep the decisions about what the business can tolerate. We build
the design that meets them.
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Conclusion

The day you need your backups is the day you find out whether you really had them. Designing
for recovery means keeping enough copies, making at least one of them impossible for an
attacker to touch, and proving on a schedule that you can bring everything back inside the time
the business can survive. None of it is exotic. All of it has to be in place before the bad day,
because there is no time to build it during one.

The mistake is to measure data protection by whether backups are running. The measure that
matters is whether you can recover. Test for that, and the rest follows.

Next step

EdgeTeam’s Infrastructure Design Review includes a recovery readiness check: a look at your
current backups, whether they are immutable, and whether you can actually meet the recovery
targets the business needs. We will scope it to your environment on the first call.

Request a design review: edgeteam.com/infrastructure

Or call the bridge: 1.866.EDGETEAM, available 24/7.

About EdgeTeam Technology

EdgeTeam is a value-added reseller and architect of record for organizations across K-12,
Higher Education, SMB, Enterprise, and Local Government. We design, recommend, and
coordinate infrastructure, cybersecurity, and connectivity engagements with vendor-neutral
partners. We pair our architecture team with the right hardware and the right managed partner
for your environment.

edgeteam.com - sales@edgeteam.com - 1.866.EDGETEAM



